File No.IT-ADM/201/2021-O/o Clerical Section-IT Department

Government of Jammu and Kashmir
Information Technology Department

Civil Secretariat, J&K
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Subject: Implementation of e-Office - Security Advisory for Let's Encrypt
Certificate Expiry Update thereof.

Circular No: |© -JK (ITD) of 2021
Dated: ©S .10.2021

The implementation of e-Office in the Civil Secretariat including Raj Bhawan
J&K has brought about a great deal of efficiency in the overall working and disposal of
Government business in the Union territory of Jammu and Kashmir, besides ensuring
functionality of the Government both at Jammu as well as in Srinagar. Notwithstanding
these benefits, this online system like any cther IT based systems, is susceptible to
online invasions especially ethical hacking, key logger, phishing, denial of
service, etc.

While security of this system is being strengthened, dangers of hacking cannot
be over-ruled. All e-Office users therefore, have to remain extra-cautious and vigilant
in respect of potential online invasions and hacking attempts.

Accordingly, in order to make all users aware of the security risks, a Security
Advisory has been received from National Critical Information Infrastructure Protection
Centre (NCIIPC), Government of India, a unit of National Technical Research
Organization (NTRO) with respect to Advisory with the caption "Let's Encrypt
Certificate Expiry Update". The same is enclosed herewith as Annexure-A for
information and necessary compliance. Furthermore, it is directed all e-Office
users to follow all the instructions mentioned in the Annexure-A to avoid mindful online
invasions and interventions like Hacking / Phishing / Denial of Service attacks etc. If
any such case arises, the same shall be reported immediately to the authorities of the
UT Government.

Sd/-
(Amit Sharma) JKAS
Administrative Secretary
No:IT-ADM/201/2021 Dated: 95.10.2021
Copy to the:-

1. Financial Commissioner (Additional Chief Secretary), Finance Department.
2. Financial Commissioner (Additional Chief Secretary), Health & Medical
Education Department.
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- Director General of Police, J&K.

- All Principal Secretaries to the Government.

- Principal Secretary to the Lieutenant Governor.

- Joint Secretary (J&K), Ministry of Home Aftairs, Government of India.

. All Commissioner/Secretaries to the Government.

. Chief Electoral Officer, J&K.

. Director General, J&K Institute of Management & Public Administration & Rural

Development.

10.Divisional Commissioner, Kashmir/Jammu.

11.Chairperson, J&K Special Tribunal.

12.Director Information, J&K .

13.Chief Executive Officer, J&K e-Governance Agency.

14.All Deputy Commissioners..

15.All Heads of Departments/Managing Directors/Secretary, Advisory Boards.

16.Registrar General, J&K High Court, Srinagar.

17.Secretary, J&K Public Service Commission/SSB/BoPEE.

18.Director, Estates.

19. Director, Archives, Archaeology and Museums.

20. Secretary J&K Legislative Assembly.

21. Secretary J&K Academy of Art, Culture & Languages.

22.General Manager, Government Press, Srinagar/Jammu.

23.Private Secretary to the Chief Secretary.

24. Private Secretary to Advisor(F)/(B) & (BK) to the Hon'ble Lieutenant Governor.

25. Private Secretary to the Commissioner/Secretary to the Government, General
Administration Department.

26. In-charge Website GAD, IT and JaKeGA for uploading the Circular on
respective websites.

27. Circular file.
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Information Technology Department
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NIC-CERT/2021-09/232
Dated: 28-09-2021
Severity: Critical

Advisory for Let’s Encrypt’s Certificate Expiry Update

A. Description:

One of the largest providers of HTTPS certificates, Let’s Encrypt, will stop using an older root
certificate next week which might break devices and cause outages encrypted data transfers.

1 Securitx Issue:

On 30th September 2021 , the root certificate that Let's Encrypt are currently using, the
IdentTrust DST Root CA X3 certificate, will expire, breaking a chain of trust that could result in

dangerous.

Affected Products:

Older and outdated versions of Windows(XP Service Pack 3), Mac0OS(2016), i0S, Microsoft’s
IIS webserver and other clients which are still using IdenTrust DST Root CA X3 root certificate
and don’t trust the new ISRG root certificate are affected by this. .

Android: Devices that are running Android operating systems prior to 7. | -1, don’t trust the new
ISRG Root Xl certificate and will be affected by this.

Most of the modern browsers come with the new ISRG root certificate, Users must manually
check if they their systems have new ISRG root certificate installed.

. Solution:

The device needs to have updated recently enough to get the new ISRG root certificate from
Let’s Encrypt. Servers need to have an updated certificate chain to serve to clients. If an update
is not available, consider below options to solve the issue on OpenSSL 1.0.2 TLS client:

* Remove the IdenTrust DST Root CA X3 root certificate from the trust store and
manually install the ISRG Root X1 root certificate (not the cross-signed one).

e If you're using OpenSSL commands like, verify or s_client you can add the --
trusted_first flag if possible.

* Have the server serve an alternate certificate chain that goes directly to the ISRG Root
X1 (not the cross-si gned one)
https:/letsencrypt.or docs/certificate-compatibilit /

¢  On linux environments, usc OpenSSL 1.1.x or later.
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Or other temporary solution is to not check the expiration date or extend the expiration date of
the certificate.

For APIs:

e, All clients of your API must trust ISRG Root X1 (not just DST Root CA X3),
¢ Ifclients of your API are using OpenSSL, they must use version 1.1.0 or later.

Android: Install and use latest versions Firefox web browser from playstore on Android
versions prior to 7.1.1.

Check if you’re affected:

On Windows:

* Type “Manage Computer Certificates” in Start Menu search and open it.

* From the left panel expand “Trusted Root Certification Authorities” and Select Certificates
* Look for DST Root CA X3 certificate and check the expiry date of the certificate.

® Also look for ISRG Root XI1.

On Linux:

* Open ‘/etc/ssl/certs/’ directory in terminal,

® Look for DST Root CA X3 certificate and
enter the following command to view certificate info:
“Openssl x509 -text -noout -in DST Root CA X3.pem”

® Also look for ISRG Root X1 certificate in the same directory

If the expiry date of the DST Root CA X3 certificate its 30 September, and ISRG Root X
certificate is not present you are affected by this.

References:

https:// letsencrypt.org/docs/dst—root—ca—x3-expiration—sentember-202 1/

https://portswi gger.net/daily-swig/device-breaka ge-concerns-persist-days-before-lets-encrypt-
root-cert-expiry

Mps://scotthelme.co.uk/lets-encrvpt-old-root-expiration/
https://www.openssl.org/blog/blog/202 1/09/13/ LetsEncryptRootCertExpire/




